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Identifying Legacy Permissions
and Other Vulnerabilities with
KnowBed’s Weak Password Test
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Chief Success Officer

N
.
o




Over

7,00

Customers

O

The world’s most popular integrated Security Awareness
Training and Simulated Phishing platform

Based in Tampa Bay, Florida, founded in 2010
CEO & employees are ex-antivirus, IT Security pros

Former Gartner Research Analyst, Perry Carpenter is our
Chief Evangelist and Strategy Officer
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What 1s Weak Password Test?

'q KnowBet Weak Password Test ® - O x
VULNERABLE ROUND:LI9ULNERARILETTES Weak Password Test uses more than 11 millicn
commgn passwords to find weak passwords in
80 your Active Dirsctory. This pie chart shows what
accounts I Weak Password: 23 Elill\g;r:g!lmes have baen found on your Active
I Mon-Unique Password: 49
B Empty Password: 1 Click the "Rerun Test” button to re-run the test.
I Password Not Required: 5
Renun Test
NOT VULNERABLE Password Never Expires: 71
B LM Hashes: 2
25 accounts ' DES-only Encryption: 2
I Pre-authentication Missing: 1
All Accounts 105 Export to Excel Export
Weak Password 28 | Account Name 4 Weak Password Non-Unigue Pas..  Empty Password  Clear Text Pass . Password Not R Ps
harrison v
Non-Unique Password 49
Clear Text Password 0
Password Not Required 5
Password Never Expires 71
LM Hashes 2
AES Keys Missing 1]
DES-only Encryption 2
Pre-authentication Missing 1
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Types of Failures & Vulnerabilities

Weak Passwords
Non-Unique Passwords
Empty Passwords

Clear Text Passwords

Password Not Required
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Types of Failures & Vulnerabilities

Password Never Expires
LM Hashes

AES Keys Missing
DES-only Encryption

Pre-authentication Missing
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